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Overview
• Homework
• Final
• Process Injection



Homework
• Homework 5:

– Due April 11, 2019
– Reverse Engineering. 3 Problems Get Started!!! 

• Homework 6:
– Assign April 4, 2019
– Due April 18, 2019
– Process Injection -- Do it yourself!



Finals
• Starts April 11, 2019 at 23:59:59
– 23 Challenges
• 15 Multiple Choice
• 1 Bonus
• 2 GiveMe’s (Solve First)
• 5 Problems



2 Questions from your Final



Process Injection
• The insertion of malicious code into otherwise 

benign software
• Multiple methods available
• Makes detection difficult
• Makes monitoring difficult
• Makes static analysis difficult



Process Injection
• Techniques

– https://attack.mitre.org/techniques/T1055/
– https://www.endgame.com/blog/technical-blog/ten-process-injection-
techniques-technical-survey-common-and-trending-process

– https://github.com/secrary/InjectProc
– https://github.com/hasherezade
– https://www.darkreading.com/breaking-down-the-propagate-code-
injection-attack/a/d-id/1332473
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