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Overview
• Virtualization

– Different options
– Pros and Cons

• VirtualBox
– Setup
– Configuration
– Demo installation of OVA



Lots of Virtualization
• OS Virtualization – Hypervisors - Virtual Machines
• Dockers – OS level virtualization (Shared Kernel)
• Application Virtualization – App runs locally but is stored on a server
• Application Server Virtualization – Helps with Load balancing
• Network Virtualization – Virtually emulating network gear 
• Hardware Virtualization – (Emulates the hardware as well as software)

– Android Emulator / Qemu
• Storage Virtualization – Virtual Filesystem (LVM)



Virtualization Providers



VirtualBox
Oracle VM VirtualBox is a free and open-
source hosted hypervisor for x86 
computers currently being developed by 
Oracle Corporation. Developed initially by 
Innotek GmbH, it was acquired by Sun 
Microsystems in 2008 which was in turn 
acquired by Oracle in 2010. Wikipedia

Pro’s for VirtualBox
• Open Source
• Multiple OS support

• Same UI 
• Virtual Networking
• Full Command-Line 

Interface

https://en.wikipedia.org/wiki/VirtualBox


VirtualBox Installation
• Download newest version from https://www.virtualbox.org

https://www.virtualbox.org/


VirtualBox Installation
• Select the Host OS platform from the list

• It is strongly encouraged to check the downloaded files hash 
against the provided Checksums



VirtualBox Installation
• Once the file is downloaded and the checksum is verified, 

install the application



VirtualBox Demo
• Walk through the UI

– Provide an explanation and usage for the menu’s 
panes, buttons and tools

– Guest installs with Import or CD Installation
– Demonstrate Snapshots, and Cloning



VirtualBox Demo 2
• Walk through the CLI

– Demonstrate how to start, stop and snapshot



VirtualBox Demo 3
• Demonstrate how to install an OVA

– Show Configuration for Malware Lab
• Configuring Internal or Host only Networking
• Configure static IP addresses
• Guest Additions – Might not want to install. Is checked by some malware!!!
• Setting up Shared Drives 

– Optional and safer install CURL and python
• Disabling Password
• Disabling Firewall
• Disabling Microsoft Defender
• Disabling Windows Update

– Install Monitoring software



Disable Password
• Open netplwiz
• Uncheck the “Users must enter a user name and password to use this computer”
• Apply - Reboot to confirm

Disable Firewall
• Open Control Panel
• System and Security
• Windows Defender Firewall
• Turn Windows Defender Firewall on or off
• Check “Turn off Windows Defender (Not Recommended)

OR
• netsh advfirewall set allprofies state off

OR
• Set-NetFirewallProfile -Profile Domain,Public,Private -Enabled False



Disable Defender
• gpedit.msc
• Computer configuration -> Administrative Templates -> Windows Components -> Windows Defender AntiVirtus

– Turn off Windows Defender Antivirus
– Select the ENABLED to disable windows defender
– Verify Anti Malware service is disabled too
OR

• regedit
• HKLM\SOFTWARE\Policies\Microsoft\Windows Defender

– DisableAntiSpyware ( Create is not there ) -- DWORD (32-bit) Value
– Set above key to 1
OR

• Set-MpPreference -DisableRealtimeMonitoring $true

Disable Update
• Control Panel
• Administrative Tools
• Services -> scroll to “windows Update” Turn off
• Right click and select disable


